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Kinh giri:

- VIn phdng Tinh uy;
- Vin phong Dodn DBQH vi HDND tinh;
- Vdn phong UBND tinh;
- Cdc co quan tham mrru, girip viQc Tinh uy;
- MAt trdn T6 qutic vd c6c Doin th6 chinh tri - xd hQi;

- Cilc Sd, ban, nginh tinh;
- C6c huyQn, thi, thdnh ty tryc thuQc Tinh riy;
- UBND c6c huyQn, thi x5, thinh ph6.

Thpc hi€n theo C6ng vin s6 I58/CATTT-NCSC cua Cgc An todn th6ng tin
- B0 Th6ng tin vi Truyi:n th6ng vd viQc c6nh b6o 1O hOng b6o mQt Anh hucrng cao

vd nghiOm treng trong c6c sin phAm Microsoft c6ng b6 th6ng 0212023 (Thilng tin
chi tiift phq lqc kim theo).

Nhim dim b6o an todn th6ng tin cho he th6ng th6ng tin cho ngudi dirng,

dcrn vi vd todn bO he th6ng cria tinh, So Th6ng tin vd Truy,in th6ng cl6 nghi c6c

don vi, dia phucmg thgc hiQn gAp c6c c6ng viQc cp th6 nhu sau:

l. Ki6m tra, ri so5t, x6c dinh m6y su dpng hq diCu henh Windows c6 khi
ndng bi anh hucrng. Thgc hiQn cap nh4t b6n v6 kip thdi de tr5nh nguy ccr b! t6n

c6ng

2. Tdng cudng ki6m tra, gi6m s6t hC th6ng mang cua dcrn vi, dia phucrng,

khi c6 ph6t hiQn ho4t dQng t6n c6ng m?ng, d0 nghi 1i6n hQ Scr Th6ng tin vd Truydn

th6ng dC ph6i hqrp xu lf kip thdi.
Thdng tin li6n quan dC nghi 1i6n he Ong Vuong Duy Thanh - Ph6 Gi6m c16c

Trung t6m Gi6m srit, didu henh kinh ttl, xd hOi tQp trung; DiQn tho4i: 0932624462.

Trfln trong./.

Noi nhQn:
- Nhu tr6n;

- GD Sd (b/c);

- P.CNTTBCVT;
- Luu: VT, TTGSDH
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PHAM MICROSOFT CONG BO THANG O2I2O22

1. Th6ng tin 16 hdng b6o m$t
a. MO ti:
- 04 16 hdng b6o mQt CVF,-2023-21529, CYE-2023-21710, CVF,-2023-

21707, CYE-2023-21706 trong Microsoft Exchange Server cho ph6p dtii tuqng
t6n c6ng thlrc thi m5 tir xa. Microsoft Exchange Server di vi dang ld muc ti6u

hdng dAu dugc c6c nh6m t6n c6ng c6 chir dich (APT) nham d6n, c6c dr5i tuqng
t6n c6ng khai th6c triet drl. Vi vpy, circ co quan, t6 chric cAn d[c biet chf y cfing

nhu c6 k6 ho4ch dC kh6c phpc vd tSng cu&n g grim srlt nhim giim thi6u vd trrinh
, .A

nguy co bi tAn c6ng th6ng qua c5c 16 h6ng ndy.

- I.6 h6ng b6o mQt CVF,-2023-21716 trong Microsoft Word cho ph6p ddi
tuqng t6n c6ng tfurc thi md tr.r xa.

- I,6 h6ng b6o m4t CVE-2023-21715 trong Microsoft Publisher cho ph6p t16i

tuqng t6n c6ng thyc hiQn t6n cdng vugt qua ccy chti b6o m4t (Bypass). L5 h6ng ndy

dang bikhai th6c trong thUc t6.

- 02 16 h6ng bAo m4t CYE-2023-23376, CVE-2023-218L2 trong Windows
Common Log File System (CLFS) cho ph6p dtii tuqng t6n c6ng thgc hiQn t6n c6ng

t-ning cao d[c quy6n. Ld h6ng niy dang bi khai th6c trong thuc t6.

- 03 16 h6ng b6o mpt CVE-2023-21705, CYE-2023-21713, CVF.-2023-
21528 trong Microsoft SQL Server cho ph6p cltii tuqng t6n cdng thyc thi m5 tir
xa.

- L5 h6ng b6o mQt CYE-2023-21717 trong Microsoft SharePoint Server

cho phdp AOi tuqng t6n c6ng thyc hiQn ndng cao dic quyAn.

b. Anh hu&ng:

https ://msrc. microsoft . com/up
date - guide/vu lnerab i I itylc VE -
2023-21s29
https : //msrc. microsoft . com/up
date - guide/vulnerab i lity/C VE -
2023-21706
https ://msrc. microsoft . com/up
date - gui de/vulnerab i I itylc \IE -
2023-21710
https : //msrc. microsoft . com/up
date-guide/vulnerability/CVE -

2023-21707

STT CVE M6 te Link tham khio

1

cvE-2023-21529,
cYE-2023-21710,
cyE-2023-21707,
cYE-2023-21706

- Di6m: CVSS: 8.817.2
(cao)
- M6 t6: 16 hOng trong
Microsoft Exchange
Server cho ph6p c16i tuqng
tdncdng thyc thi md tu xa.
- Anh hucmg: Microsoft
Exchange Server.



2 cYE-2023-2171,6

- Di6m: CVSS: 9.8
(nghi6m trqlg) 

,- M6 t6: 16 h6ng trong
hong Microsoft Word cho
ph6p d6i tucrng tin c6ng
thpc thi md fir xa.
- A"h hucrng: Microsoft
Word, Microsoft
SharePoint.

https : //msrc. microsoft . com/up
date - guide/vulnerabil itylcVE -

2023-2t716

3 cvE-2023-2t715

- Di6m: CVSS: 7.3 (cao)
- M6 t6: 15 h6ng trong
Microsoft Publisher cho
ph6p d6i firgrrg t6n c6ng
thuc hi6n tfln c6ng vugt
qua co chi5 b6o mat
(Bypass). L6 h6ng ndy
clang .bi khai th6c trong
thUc t6.

- Antr hucrng: Microsoft
365.

https : //ms rc. mi cros o ft . com/up
date - guide/vu lnerab i I itylc VE -

2023-2r7t5

4
cYE-2023-23376,
cYE-2023-21812

- Di€m: CVSS: 7.8 (cao)
- M6 t6: 15 h6ng trong
Windows Common Log
File System (CLFS) cho
ph6p d6i tugng tdn c6ng
thyc hiQn tdn c6ng ndng
cao d[c quydn. L6 hdng
ndy dang 9i khai th6c
trong thgc t6.
- Anh hucmg: Windows
10/11, Windows Server.

https : //msrc. microsoft . com/up
date- guide/vulnerabi lity/CVE -
2023-23376
https ://msrc. microsoft . com/up
date - guide/vulnerab i I itylc VE -

2023-21812

5

cYE-2023-21705,
cYE-2023-21773,
cYE-2023-21528

- Di6m: CVSS: 8.8/7.8
(cao)
- M6 tA: 16 h6ng trong
Microsoft SQL Server cho
ph6p d6i tuqng tAn cdng
thpc thi md tu xa.

- Anh hucrng: SQL
Server.

https ://msrc. microsoft . com/up
date- guide/vulnerability/C VE -

2023-21705
https : //msrc. micros oft . com/up
date - gui de/vulnerab i I itylc VE -

2023-217t3
https ://msrc. microsoft . com/up
date- guide/vulnerabi lity/C VE-
2023-21528

6 cvE-2023-21717

- Di6m: CVSS: 8.8 (cao)
- MO t6: 16 hOng trong
Microsoft SharePoint
Server cho ph6p cttii tuqne

https : //msrc. microsoft . com/up
date - gui de/vu lnerabi I itylc VE -

2023-21717



t6n c6ng thUc hien n6ng
cao d[c quy6n.
- Anh hucmg: Microsoft
SharePoint.

c. Dfnh gi6 mr?c tIQ:

D6nh gi5 scrbO tu c6c chuy6n giab6o mfl| 16 h6ng niy 6nh huorg d5n nhi6u

thi0t bi tr6n todn cAu trong d6 c6 cA ViQt Nam. Trung t6m Gi6m siit an todn khdng
. A . 

^a^^ 
ry a i , ,1 ,

gian mpng qu6c gia G\ICSC) d6nh gi6' khi nSng c6c md khai th6c cua c6c 16 hdng

ndy sE scrm clugc c6ng khai tr6n Internet trong thbi gian sap t6i.
2. Hufng dfin khic phBc:

Bi6n ph6p tOtnnfitO0 mac phuc ld cap nhQt bin v6 cho c6c 16 h6ng b6o mflt

n6i tr€n theo hu6ng d6n cria h6ng. Quy dcrn vi tham khio c5c bdn cQp nh4t pht
hqp cho c6c sin phAm dang su dpng tpi link ngu6n tham kh6o tpi mgc 1 cua php

luc.

3. Nguiin tham khfro:
https ://msrc. micro soft . com/update - gui de

https ://www.zerodalzin itiative.com/blog/2O23121 1 4ithe-february-2O23 -

sec urity-upd ate-overview
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