HUONG DAN KIEM TRA VA PHAT HIEN PHAN MEM MA POC “PAO”
TIEN AO BAT HQP PHAP

1. Dbi véi quan tri website: can kiém tra, ra soat ma ngudn dé phat hién céac
mi duogc chén vao. DAu hiéu nhan biét gom cac tir khda trong ma ngudn website
“coinhive.com”, “coinhive”, “coin-hive”, “coinhive.min.js”, “authedmine.com”,
“authedmine.min.js.
- Budc 1: Bang nhap vao trang web cta don vi - Click chudt phai chon
View Page Source

- Budc 2: Bam t6 hop phim Ctrl + F va tim lan luoc cac tir khoa o trén.

Néu phéat hién website bi chén cic ma khai thac nhu dd néu trén, can ra soét
va kiém tra lai 15 hong trén may chi, 16 hong trén website, kiém tra cac tai khoan
bi 19 lot c6 quyén thay d6i ma nguon, nham khac phuc 16 hong bi lgi dung.

2. Doi véi quan tri mang:

Trién khai cac bién phap nhim ngan chin viéc chay cac doan méi trai phép

“Coinhive” trén mdy tinh nhu sau:

- Thuc hién giam séat va boc g xir ly trén cac may tinh trong mang c6 xuét
hién cac két ndi dén cac dia chi tén mién sau: afminer.com, coin-have.com,
coinerra.com, coinhive.com, coinnebula.com, crypto-loot.com, hashforcash.us,
jescoin.com, ppoi.org, authedmine.com;

- Str dung tudng lira dé chan céc két ndi ra cac dia chi sau:afminer.com, coin-
have.com, coinerra.com, coinhive.com, coinnebula.com, crypto-loot.com,
hashforcash.us, jescoin.com, ppoi.org, authedmine.com;

- Ra quét, kiém tra hé théng dé tim ra va loai bo cac doan ma ¢ trong cac phan
mém mo rong “Add-on” cua trinh duyét web;

Céc thuc hién:

+ Ddi véi trinh duyét Chrome: click vao thanh dia chi g6 chrome://extensions/
kiém tra xem c6 Add-on bat thuong nao khong, néu co thi click chon Disable hozc
Remove Add-on
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+ Dbi voi trinh duyét Firefox: click vao thanh dia chi gb about:addons kiém
tra xem c6 Add-on bat thuong ndo khong, néu cé thi click chon Disable hoic
Remove Add-on
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- Hudng dan nguoi dung cai dit cac tién ich mé rong: “No Coin Chrome” hay
“minerBlock” d6i v6i Chrome; cai dat “No Scripts” cho Firefox.



+ Po6i v Chrome: click vao thanh dia chi gd duong dan:
https://chrome.google.com/webstore/category/extensions?hl=en-US ngay hop
thoai tim kiém danh “No Coin Chrome”
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Click Add to Chrome de thém Add-on “No coin Chrome” vao trinh duyét
Chrome
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+ Dbi véi Firefox: click trén thanh dia chi cua trinh duyét Firefox g vao
duong dan: about:addons click qua thé Plugins ngay hop thoai tim kiém danh
“No Scripts”
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3. Huéng dan nguoi dung kiém tra hiéu suat sir dung CPU ctia may tinh bang
cac tng dung nhu Windows Task Manager va Resource Monitor. Néu may cé dau
hiéu cham chap va kiém tra thay hiéu suat sir dung CPU cua trinh duyét hoac tién
ich mé rong cao thi cd thé may tinh d6 di bi nhiém Coinhive. Can thong bao gap
cho quan tri mang dé xur Iy,

Cach thuec hién:

Buwoc 1: Click vao thanh Taskbar chon Task Manager -> click chon thé
Performance dé xem hiéu xuét str dung ctia may tinh
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Bwéc 2: Click chon Open Resource Monitor thi thé Task Manager dé xem hiéu
nang cua may tinh
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4. Thuong xuyén kiém tra va quét cac 16 hong ton tai trén hé thong dé phat
hién kip thoi su xuat hién cua cac doan ma doc hai. Trong trudng hop phét hién ra
cac 16 hdng, 1ap tuc trién khai bién phap khic phuc, cap nhat cac ban va b sung va
loai bo cac chuong trinh doc hai da bi tin tac chen vao



