UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO KHOA HQC VA CONG NGHE Déc 1ap — Tu do — Hanh phic
$6:2¢  /TB-SKHCN Tay Ninh, ngay18 thang 4 nam 2025
THONG BAO

Vé viéc chao gia: Thué dich vu cong ngh¢ thong tin
“Thué camera giam sat bg phin 01 cira trén dia ban tinh”

Can ctr Ké hoach s6 1177/KH-UBND ngay 04 thang 4 nim 2025 cua Uy
ban nhan dan tinh Tay Ninh vé viéc Ké hoach chuyén ddi s6 va dam béo an toan
thong tin mang tinh Tay Ninh nam 2025.

S& Khoa hoc va Cong nghé tinh Tay Ninh moi cac don vi ¢6 du nang luc
tham gia chao gia canh tranh Thué dich vu cong nghé thong tin “Thué camera
giam sat by phin 01 cira trén dia ban tinh” véi ndi dung nhu sau:

STT | N§i dung cong viéc Mo ta

- Hé thong gdm: 36 diém, mdi diém 10 Camera
chat luong >=4Mb (36 diém x 10 camera)

- Hé thong c6 hd tro chirc nang nhan dién thong
minh.

Hé thdng Camera |- Hé thng co6 chirc nang luu trit video va thu am
giam sat Bo phan 01 | - Thei gian luu trix 1a 30 ngay.

1 |cua trén dia ban C N
, - V& kénh truyén:
tinh. ) N
+ St dung kénh internet tot d§ cao 120Mb tai moi
diém (36 diém)

+ Puodng truyén chuyén dung tir trung tam luu trix
két ndi véi trung tam giam sat diéu hanh 200Mbs
(1 diém)

Xay dung ho so dé xuat cap do ATTT cho hé
théng Camera giam sat by phan 01 ctra trén dia
ban tinh.

Xay dung ho so dé
xuét cip 46 ATTT.

Yéu ciu dich vu: Chi tiét tai phu luc kém theo.

S& Khoa hoc va Cong nghé tinh Tay Ninh kinh moi quy don vi tham gia
chao gia canh tranh cung cap dich vy néu trén. Ho so chao gia bao gdm Bang chao



gia cung cap goi dich vu (Gia chao hang bang VND, d4 bao gdbm thué VAT va chi
phi di lai, khao sat, cai dat, bao tri, bado dudng va hd tro k¥ thuat trong subt thoi
gian thuc hién hop ddng dich vu nay).

Thoi gian nhan ho so chao gi4 1a 10 ngay tinh tir ngay ra thong bao.

Dia diém nhéan hd so: S& Khoa hoc va Cong nghé Tay Ninh, dia chi: S
211, duong 30/4, Phuong 2, Thanh phd T4y Ninh, Tay Ninh.

Thong tin lién hi}l guyén Hoang Minh, Dién thoai: 0352.267.426.

Tran trong./. "%{/

Noi nhin: KT. GIAM POC

- Cac Cong ty cung cap dich vy; . . .
- Pang cong TTDT Sé; PHO GIAM DOC

-Luu: VT, TTCDS.

Nguyveén Trung Hiéu



PHU LUC

N§i dung chao gia: Thué dich vu cong nghé thong tin “Thué camera giam
sat b0 phan 01 cira trén dia ban tinh”
(Kém theo Théng bdo sé  /TB-SKHCN, ngay  /4/2025
cua So Khoa hoc va Cong nghé tinh Tdy Ninh)

1. Tén dich vu: Thué dich vu céng nghé thong tin “Thué camera giam sat
bd phan 01 cura trén dia ban tinh™.

2. Thong tin chung:

- Hang muc chinh: Thué camera giam sat bd phan 01 ctra trén dia ban tinh.

- Muc tiéu:

+ Xay dyung hé thong giam sét tap trung tir cap xa dén cép tinh.

+ Tao moi trudng tiép dan than thién, xdy dung van hoa trong giao tiép khi
thuc hién cac thi tuc hanh chinh, hd tro nguoi dan giam sat va dong gop cho hoat
dong cua chinh quyén cac cap.

+ Thic day minh bac hoa trong cong tac tiép cong dan caa Chinh phu.

- N61 dung va quy mo:

STT |Noi dung cong viéc

Mo ta

Hé théng Camera
giam sat Bo phan
1 |01 cira trén dia ban
tinh.

- Hé thong gdm: 36 diém, mdi diém 10 Camera chat
lwong >=4Mb (36 diém x 10 camera)

- H¢ théng c¢6 ho tro chirc ning nhan dién thong
minh.

- Hé thong c6 chirc ning luu trit video va thu am
- Tho1t gian luu trit 1a 30 ngay.
- Vé kénh truyén:

+ St dung kénh internet t6t 46 cao 120Mb tai mdi
diém (36 diém)

+ Puong truyén chuyén dung tir trung tam luu trir két
ndi voi trung tdm giam sat diéu hanh 200Mbs (1
diém)

Xay dung ho so dé

xuat cip 46 ATTT

Xay dung ho so dé xuat cAp d6 ATTT cho hé théng
Camera giam sat b phan 01 ctra trén dia ban tinh.




- Pja diém: Bo phan 01 cua trén dia ban tinh

- Thoi gian thué dich vu: 5 nam (60 thang), tinh tir thoi diém nghiém thu,
ban giao dich vu dé dua vao st dung dén khi két thac thoi gian thué dich vu.

- Pham vi thuc hién: Hé théng Camera giam sat by phan 01 ctra tai 36 diém
tiép nhan va tra két qua TTHC cap co so.

- Bon vi str dung: B phan 01 ctra trén dia ban tinh.
3. Yéu céu vé chit lwgng dich vu

- L:flp dat dang vi tri theo so dd duoc phé duyét, ciu hinh déy du, dam bao
dua vao hoat dong ngay sau khi nghiém thu.

- Hé thdng phai dam bao tinh san sang cao, c6 kha ning du phong va thay
thé nong khi can thiét, dich vu phai dugc duy tri thong sudt, lién tuc 24/7.

- HE théng c6 thiét ké dam bao an toan thong tin, hoat dong on dinh va lién
tuc.

- Viéc phan quyén nguoi ding co thé tiy bién theo yéu cau ctia ngudi quan
tri. Can bo quan 1y dang nhap bang tai khoan duoc quén tri cip dam bao vé bao
mat va an toan thong tin cho hé¢ théng.

- H¢ thong phai dam bao tinh m¢é rdng sau nay. Co6 kha nang két noi, chia sé
dir liéu véi cac h¢ thong camera khac.

- Toan bd hé thdng phai tuan thu cac yéu cau vé an toan, an ninh thong tin,
tur ha tang ky thuat dén phan mém va quy trinh van hanh. Thiét bi str dung can dat
cac tiéu chuan ky thuat, c6 kha nang bao v¢ trude cac nguy co tan cong mang.

- Dung mang c6 bang thong di1 16n va 6n dinh dé hd trg viée truyén tai video
ma khong bi gian doan.

- Pao tao, hudng dan sir dung cho ngudi dung.

- Pam bao c6 d6i ngii hod trg nhanh chong va hiéu qua khi co su cd, thoi gian
phan hoi < 24 gio.

- Bao tri dinh ky dam bao duy tri hoat dong lién tuc cua hé théng.

4. Yéu cau k¥ thuit, cong nghé:

4.1. Yéu cau vé thiét bj (camera):

- Chét lugng hinh anh: D6 phan giai t6i thiéu 4MP, hinh anh 6 nét trong
diéu kién anh sang yéu, c¢6 kha ning diéu chinh d6 sang, can bang tring ty dong.

- Goc quan sat: Goc rong > 90 dg, uu tién thiét bi c6 kha nang xoay linh hoat
(Pan/Tilt/Zoom) néu can.



- TAm nhin ban dém: Co6 ché do héng ngoai tr dong, tam nhin ban dém > 10
mét, hinh 4nh khong bi nhiéu, dam bao nhan dién khudn mit.

- Ghi &m: C6 micro thu am.

- C6 kha nang nhan dién khuon mat.

- Chuén ma hoa & luu trir: chuan ma hoa H.264 hodc H.265 giup ti wu dung
luong luu trit, hd tro Iuvu trit trén 6 cung, thoi gian luu trir dit liéu toi thiéu 30
ngay.

4.2. Yéu cau vé hé thong phan mém quan Iy:

- Giao dién tryc quan: Phan mém quan 1y d& st dung, c6 hd tro tiéng Viét.

- Quan ly camera tap trung qua may tinh va dién thoai (ng dung).

- Tinh ning can c6: xem truc tiép (live view), xem lai lich st (playback), hd
tro phan quyén nguoi dung.

- Kha nang két ndi: Két ndi mang LAN 6n dinh, c6 kha ning truy cap tir xa
qua Internet.

- Bao mat: Hé thong c6 co ché phan quyén, ma hoa két ndi, khong dé 19 lot
thong tin ¢4 nhan hoac dir liéu cua hé théng.

5. C4c yéu cau, diéu kién vé kha ning két ndi voi hé thong khac:

Pam béo tinh sin sang khi két ndi, chia s¢ dir liéu véi hé thong thong tin
khac.

6. Yéu cau vé an toan bao mat thong tin, dir liéu:

Hé théng can c6 chic ning gidi han quyén truy cdp cho cic nhom nguoi
dung khéac nhau.

- Hé théng may chu cai dat, van hanh, luu trit dugc thiét ké dua trén hé théng
bao mat nhiéu 16p, bao gom:

« Mirc hé diéu hanh: cac hé diéu hanh hién c6 nhiéu cong nghé¢ bao mat cao,
mdi san pham chay trén hé diéu hanh déu c6 thé tan dung tinh ning nay.

« Mitc co sé dit liéu: hé co so dir liéu da nguoi dung phai cung cap tinh ning
bao mat, ngin chin cac truy cap dit liéu bat hop phap, ngin chin truy cap bat hop
phéap vao cac bang dir li¢u, cac thu tuc, tién trinh thiét 1ap trong CSDL.

« Mirc (mg dung: nguoi sir dung hé thong phai duoc cap quyén va xéc thuc
trudc khi str dung.

- Bao mat mang truyén thong gom:

« Bao mat Web Server 1a co ché dya chu yéu vao cac co ché bao mat cua
phan mém may chu Web.



« Tudng lira 1a bao mat & murc hé thdng, dong vai trd quan trong ddi véi hé
théng duogc xay dung dua trén cac tng dung 3 16p. Tudng lira duoc xdy dung dé
kiém soat cac ludng tin ra vao v6i hé théng nham muc dich tranh bi tin cong tir
internet va cc co hdi bi kiém soat hé théng tir xa.

- Bao mat d6i voi hé thong thiét bi:

Camera duoc trién khai phan tan, két néi tap trung vé Trung tdm Piéu hanh.
Céc két ndi va viéc truy cap vao hé théng may chu tai trung tdm diéu hanh déu
phai qua thiét bi Firewall, tuan thi chinh sich bao mat tai trung tam dir li¢u.

7. Yéu cau khac:

STT Noi dung Yéu ciu Ghi chu
1 | Quan ly quyén + Kiém soat tap trung toan bo hé théng
thy cap he + Cap quyén cho cac nguoi dung truy
thong: nhap dén hé thong va kiém soat quyén
2 | Pam bao an toan | + Yéu cau dang nhap mat khau dugc ma

dr liu:

hoa MD5

+ M3 hoa video bang thuat toan AES va
xéac minh chit ky s6 dé tranh sira doi bat
hop phap

+ M3 hoa thong tin ngudi ding bang
thuat toan AES khi dang nhap hé thong:
Tén tai khoan, mat khau, IP

3 | Hé thong quan ly | + Tong s camera, sO lugng camera
camera co chirc | online, sO camera mat tin hi¢u
nang xuat bdo | | gy 04ng thoi gian mét tin hidu cua
cao bang Excel | camera
+ Thong tin vé camera mat tin hiéu
4 | Tinh sin sang Hé thong can ddm bdo sin sang c6 thé sir
voi Ipv6 dung chuéan IPv6 khi di vao khai théc, su
dung trén moi truong internet
5 | Ho so dé xuat Pam bao hoan thién ho so dé€ xuat cap do

cap 40 ATTT

ATTT theo quy dinh hi¢n hanh.




		2025-04-18T09:50:02+0000
	Not specified


		2025-04-18T09:51:46+0000
	Not specified


		2025-04-18T09:59:16+0000
	Not specified


		2025-04-18T09:59:18+0000
	Not specified


		2025-04-18T09:59:19+0000
	Not specified




