UBND TINH TAY NINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Doclap — Tw do — Hanh phiic
S6:906 /TB-STTTT Tay Ninh, ngay 16 thang 6 ndm 2022
THONGBAO

Veé viée chao gia “Ning cAp kha ning xir Iy ciia hé thong
giam sat, bio mat doi véi nguwoi dung truy cip tir internet
vao cac hé thong ung dung”

Can ctr Quyét dinh s6 848/QD-UBND ngay 07/4/2022 cta Chu tich Uy
ban nhan dan tinh Tay Ninh Ban hanh Ké hoach chuyén d6i s6 va ¢am bao an
toan thong tin mang tinh Tay Ninh nam 2022;

S& Thong tin va Truyén thong Ty Ninh thong bao moi cac don vi chao
gia cung cap dich vu “Nang cap kha ning xir Iy ciia h¢ thong gidm sat, bao
mit doi voi nguoi ding truy cip tir internet vao cac hé thong vimg dung” chi
tiet nhu phu luc dinh kem.

So Thong tin va Truyén Théng kinh moi quy don vi tham gia chao gia
canh tranh cung cap dich vu néu trén.

H6 so chao gid bao gdm Bang chao gia cung cap goi dich vu (Gia chao
hang bang VND, d4 bao gdm thué va chi phi trién khai, hd tro cai dit).

Thoi gian nhan hd so chao gia 1a 05 ngay tinh tir ngay ra thong béo. Pia
diém nhan ho so: 06 Tran Qudc Toan, Phuong 2, Thanh ph T4y Ninh, tinh Tay
Ninh. Dién thoai: 0276 3 824666.

Tran trong./.

Noi nhn: GIAM POC

- Cé4c Cong ty cung cip dich vu tin hoc;
- Luu: VT, TTGSDH.

Nguyén Tén Pire



PHU LUC

Cung cap dich vu: “Nang cap kha niing xir Iy ciia hé thong giam sat, bao
mat doi véi ngudi dung truy cap tir internet vao cac hé thong ing dung”

- Dia diém thuc hién: Trung tam tich hop dit liéu tinh Tay Ninh

- N61 dung thuc hién:

STT

San pham

Mo ta

S6
lwgng

Don V]J
tinh

Fortinet
Fortiweb
1000E Web
Application
Firewall

Hiéu suit va ning luc:

S6 cong RJ45 built-in: 6

S6 cong RJ45 hd trg bypass: 4

S6 cong SFP: 4

S6 cong SFP+:2

S6 cong USB: 2

Dung luong hau trit: 2000 GB GB

HJ tro nguon: Dual Hot Swappable
Throughput: 1.3 Gbps Gbps

Do tré: 5 ms

S6 lugng mién quan tri: 64

HO tro co ché High Availability:
Active/Passive,Active/Active, Clustering
Tinh nang:

Ché d¢ trién khai:

Reverse Proxy

Inline Transparent

True Transparent Proxy

Offline Sniffing

WCCP

Thiét bi c6 tichhgp sin chip xtt Iy chuyén dung
dé tang toc xu Iy dir iéu SSL/TLS

Thiét bi tich hop san tinh nang HTTPS/SSL
Offloading

Hb trg bao vé API Interface str dung XML,
JSON, RESTful, phan tichndi dung khi tng
dung stur dung va &p dung xac thuc chinh sach
bao mat

Hb trg tinh niing bao vé cac trang web, ing
dung danh cho thiét bi di dong va API khéi cac
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mdi de doa tr dong bang cachngin chin truy
cap botdua theo cac thong tin nhan dién nhu:
cac su kién truy cap cua nguoi dung, va cac
hanh vi dang ngo.

Anomaly detection

HO tro co ché may hoc 2 16p bang cach xay
dung ccac mau thur theo mé hinh Hidden
Markov Model (HMM) va giam sat quyén truy
cap vao tmg dung va thu thap dir lisu dé xay
dung m6 hinh toan hoc dya trén truy cap HTTP
dé phat hién, phan biét hanh vi truy cép bt
thuong, co nguy co tiém an hoic binh thuong,
sau do s€ ty dong thyc hién cac tdc vy ngan
chan

HO trg ché d6 kiém tra tuan tha an ninh thong
tin ngan chan ro ri dit li¢u theo HIPAA,
Sarbanes-Oxley Act (SOX), HITECH, PCIDSS
Giai phap c6 thé tichhop v6i cac san pham
tuong lira, phan tich ma doc cung hang tao nén
mang ludi bao mat mo rdng cac bién phap bao
vé co ban thong qua dong bo hoa va chia sé
thong tin vé mdi de doa dé quét siu cac tép
d4ng ngd va chia sé cac ngudn ndi bo bi nhidm
Giai phap c6 kha ning tich hop voi céc thiét bi
do tim 16 hong bao mat nhuwAcunetix, HP
WeblInspect, IBM AppScan, Qualys,
ImmuniWeb va WhiteHat dé cung cap cac ban
va 40 cho cac van dé bao mat trong mdi trudng
mg dung. Thiét bi ty dong chuyén thanh quy
tac bao mat dé bao vé ing dung cho dén khi cac
nha phat trién c6 ban va chinh thirc.

Thiét bi di kém day do ban quyén sir dung cac
tinh nang AV, Security Service, va IP
Reputation thoi han 01 nam

HO tro dich vu bao hanh phan ctng va hd trg k
thut 24/7 cta hing san xuat, thoi han 01 nam.

Modules 10GE SFP+ transceiver module, short range for 02 | Cai
SFP 10GE | all systems with SFP+and SFP/SFP+slots

Modules 1GE SFP SX transceiver module for all systems 04 | Cai
SFP1GE | with SFP and SFP/SFP+slots
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