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SO THONG TIN VA TRUYEN THONG Poc 1ap — Tw do — Hanh phiic
$6:1205  /TB-STTTT Tay Ninh, ngay 0S  thang 8 ndm 2022
THONG BAO

Vé viée chao gia cung cp dich vu “Panh gia an toan thdng tin cho Trung
tam tich hgp dir li€u tinh nam 2022 (H¢ thong thong tin cap d¢ 3)”

Cin ctr Quyét dinh s 848/QD-UBND ngay 07/4/2022 ctia Chu tich Uy ban
nhan dan tinh Tay Ninh Ban hanh Ké hoach chuyén ddi sé va dam bao an toan
thong tin mang tinh T4y Ninh nam 2022;

S Thong tin va Truyén thong Ty Ninh thong bao moi cac don vi chao gia
cung cap dich vu “Panh gia an toan thong tin cho Trung tAm tich hop dir liéu
tinh niim 2022 (H¢ thong thong tin cap dd 3)” chi tiét nhu phu luc dinh kém.

S¢ Thong tin va Truyén Thong kinh mai quy don vi tham gia chao gia canh
tranh cung cap dich vu néu trén.

Hb so chao gia bao gdbm Bang chao gia cung cip goi dich vu (Gia chao
hang bang VND, di bao gom thué va chi phi trién khai, hd tro cai dat).

Thoi gian nhin ho so chao gia 1a 7 ngay tinh tir ngay ra théng bao. Pia diém
nhan hd so: 06 Tran Qudc Toan, Phudng 2, Thanh phd Tay Ninh, tinh Tay Ninh.
Dién thoai: 0276 3 824666.

Tran trong./.

Noi nhin: ’ KT. GIAM POC
- Céac Cong ty cung cép{ dich vu tin hoc, CNTT; PHO GI AM DOC
- bang thong bao 1én cong TTDT Sé;
- Luu: VT, TTGSDH.
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PHU LUC

Cung cap dich vu “Panh gia an toan théng tin cho Trung tam tich hop dir liéu tinh nim 2022
(Hé thong thong tin cap do 3)”

- Dia diém thyc hién: Trung tam tich hop dit liéu tinh Tay Ninh
- NoI dung thuc hién:

DANH SACH CAC UNG DUNG TREN NEN TANG WEBSITE VA MOBILE CAN PANH GIA AN TOAN THONG TIN

Stt Ung dung Ngﬁ?rfllng: lap Ghi chu
Ung dung trén nén tang Website

1 | https://ttgsdh.tayninh.gov.vn Asp.net Trang thong tin dién tir ciia Trung tim Giam sat diéu hanh
2 | https://chukyso.tayninh.gov.vn Asp.net Trang cung cap thong tin vé Pang ky/cap nhat/xéa chit ky sb
3 | https://hdnd1.tayninh.gov.vn Asp.net Hé thong Hop khong gidy Hoi dong nhan dan tinh

4 | https://rauquaantoan.tayninh.gov.vn Php Trang thong tin dién tir quang ba rau sach tinh Tay Ninh
5 | https://bglnuiba.tayninh.gov.vn Php Trang thong tin Ban Quan ly nii Ba
6 | https://chuthapdo.tayninh.gov.vn Php Trang thong tin Hoi Chir thap do tinh
7 | https://hoinongdan.tayninh.gov.vn Php Trang thong tin Ho1 Nong dan tinh
8 | https://mattrantoquoc.tayninh.gov.vn Php Trang thong tin Mt tran to qudc tinh
9 | https://nganhangnhanuoc.tayninh.gov.vn Php Trang thong tin Ngan hang nha nudc tinh

10 | https://tinhdoan.tayninh.gov.vn Php Trang thong tin Tinh doan

11 | https://ttxtdt.tayninh.gov.vn Php Trang thong tin Trung tim xtc tién dau tu

12 | https://trogiupphaply.tayninh.gov.vn Php Trang thong tin Trung tdm trg gitp phap ly



https://ttgsdh.tayninh.gov.vn/
https://chukyso.tayninh.gov.vn/
https://hdnd1.tayninh.gov.vn/
https://rauquaantoan.tayninh.gov.vn/
https://bqlnuiba.tayninh.gov.vn/
https://chuthapdo.tayninh.gov.vn/
https://hoinongdan.tayninh.gov.vn/
https://mattrantoquoc.tayninh.gov.vn/
https://nganhangnhanuoc.tayninh.gov.vn/
https://tinhdoan.tayninh.gov.vn/
https://ttxtdt.tayninh.gov.vn/
https://trogiupphaply.tayninh.gov.vn/

13 | https://sotttt.tayninh.gov.vn Php Trang thong tin dién tir ciia SO thong tin va Truyén thong
14 | https://tracnghiem.tayninh.gov.vn Reactjs+asp.net | Trang to chirc thi trac nghiém cho cac don khi ¢6 nhu cau.
15 | https://congthuong.tayninh.gov.vn Reactjs+asp.net | Hé thong quan 1y diéu hanh nganh céng thuong

16 | https://khenthuong.tayninh.gov.vn Reactjs+asp.net | Hé thong quan 1y ho so thi dua khen thuong dién tir

Ung dung trén nén ting Mobile

1 | Tay Ninh Smart React-navite Ung dung phan 4n hién trudng tinh Tay Ninh

2 | App Su kién React-navite Ung dung thong tin cac su kién cua tinh

3 | AppGIS React-navite Ung dung Quan ly cac tram BTS trong tinh

NOI DUNG CHI TIET THU'C HIEN CONG VIEC
Stt Néi dung cong viéc Chi tiét cong viéc Pon vi tinh | S6 lwong
A Panh gia ATTT hé thong ing dung trén nén ting Website 16
WEB

1 | Kiém thir, kiém tra, danh gia ATTT tng dung website
1.1 | Kiém tra, danh gia cau hinh

Khao sat thu thap thong tin (qua search engine va web

server, robot.txt)

Panh gia cho ung dung dich vu front end (giao tiép

nguoi dung)

Danh gid cho ing dung dich vu back -end (quan tri)
cua hé théng Nhan dién framework, thu vién Panh gia

cau hinh



https://sotttt.tayninh.gov.vn/
https://tracnghiem.tayninh.gov.vn/
https://congthuong.tayninh.gov.vn/
https://khenthuong.tayninh.gov.vn/

banh gia quan 1y dinh danh

Panh gia két ndi, dudng truyén ctia tng
dung (ki€ém tra cau hinh trién khai https)

Kiém tra HTTP Methods.

Kiém tra HTTP Strict Transport Security
(HSTS) header.

Kiém tra Cross-Site Tracing (XST).

Kiém tra DB Listener

Dénh gid qué trinh xac thuc

Kiém tra thong tin ding nhap truyén trén
kénh truyén da ma hoa

Kiém tra thong tin dang nhap mic dinh

Kiém tra co ché vo6 hiéu hoa tai khoan

Kiém tra chirc nang nh¢ mat khau

Kiém tra chirc ning luu cache trén trinh
duyét

Kiém tra chinh sach dt mat khau

Kiém tra chinh sach cau hoi an toan

Kiém tra tinh nang d6i hodc reset mat
khau

Kiém tra co ché xac thuc qua cac kénh
khac




Dénh gia qua trinh phan quyén

Kiém tra 16 hong directory traversal/file
include)

Kiém tra kha ning vuot qua co ché phan
quyén

Danh gi4 quan 1y phién dang nhap

Kiém tra kha ning vuot qua co ché quan
ly phién

Kiém tra cac thudc tinh ctia Cookies

Kiém tra 101 Session Fixation

Kiém tra kha ning 16 di liéu trong cac
bien Session

Kiém tra 16i Cross Site Request Forgery

Kiém tra tinh ning ding xuét

Kiém tra thoi gian hét han Session

Panh gi4 qua trinh kiém soat dir liéu dau vao

Kiém tra 16i Reflected Cross Site

Scripting Kiém tra 15i Stored Cross Site
Scripting

Kiém tra 16i HTTP Verb Tampering

Kiém tra 16 HTTP Parameter pollution
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Kiém tra 18i SQL Injection

Kiém tra 151 LDAP Injection

Kiém tra 16i ORM Injection

Kiém tra 16 XML Injection

Kiém tra 15i SSI Injection

Kiém tra 161 XPath Injection

Kiém tra 16i IMAP/SMTP Injection

Kiém tra 151 Code Injection

Kiém tra 18i Local File Inclusion

Kiém tra 161 Remote File Inclusion

Kiém tra 16i Command Injection

Kiém tra 151 Buffer overflow

Kiém tra 161 Heap overflow

Kiém tra 181 Stack overflow

Kiém tra 16i Format string

Kiém tra cac 16 hong ti€m an lau dai

Kiém tra 16i HTTP Splitting/Smuggling

Danh gid do an toan ciia ma hoa

Kiém tra cac thuat toan ma hoa yéu trong
giao thirc SSL/TLS, cac co ché bao vé
tang van chuyén khong hiéu qua
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Kiém tra dit liéu nhay cam bi truyén qua
kénh khong mé hoa

Danh gia nén tang tmg dung (Improper Platform
Usage)

Kiém tra chirc nang ngoai (Extraneous Functionality)

1.2

Do quét 16 hong ton ton tai trén wng dung

Tan cong thir nghiém khai thac 16 hong va khai thac
thong tin:

Do quét chu dong

Do quét thu dong

Kiém tra false positive

Danh gid an toan thong tin cho img dung trén web

Lap bao cio két qua kiém tra, danh gia an toan
thong tin tng dung web

Qua trinh danh gia

Pham vi danh gia (D6i tuong dénh gia + tiéu chi danh
gid).

Quy mo va ndi dung danh gia

Cong cu danh gia.

Pua ra danh sach cac 16 hong c6 trén tmg dung

Huéng dan khic phuc cac 16 hong an toan thong tin.




3 | Thong bao két qua
Trao d6i va thong nhét két qua danh gia cudi cung véi
don vi
4 | Luu hd so
Thuc hién luu trit toan bo ho so lién quan dén qua
trinh kiém tra danh gid cho h¢ thong thong tin.
B Danh gia ATTT h¢ thong ung dung trén nén tang I'fng dung 03
Mobile
1 Kiém thir, kiém tra danh gia an toan ing dung
mobile
1.1 | Kiém thir, kiém tra, danh gia cau hinh

Panh gia cho tng dung dich vu front end (giao tiép
nguoi dung)

Dénh gid cho img dung dich vu back end (quan tri) cua
hé thong

Kiém tra viéc bao v¢ dir 1i€u cua ting dung

Kiém tra cac chuc nang va két n6i mang cua img dung

Kiém tra viéc kiém duyét dir liéu dau vao

Kiém tra x4c thuc

Churc nang ghi nhé thong tin xac thuc.

Kiém tra 16 hong xac thuc phia ngudi
dung.

Kiém tra phién ngudi dung khong hop 16.
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Xac thyc thoi gian phién truy nhép.

Cookie Rotation. Thong tin dang nhap
dong thoi.

Nhén dang thiét bi cu thé trong Attacker
Elements Visible.

Kiém tra quan 1y phién

Kiém tra phan quyén nguoi ding.

Tén cong IDOR.

Kiém tra quan 1y phién.

Kiém tra quan 1y thong tin ca nhan

Thuc hién dich ngugc va phan tich

Dich nguoc tng dung ( kiém tra
Obfuscating code)

Lo thong tin / hardcode thong tin xac thuc
trong binaries.

Truyén dit liéu khong an toan (Insecure
Communication)

Str dung giao thirc tang van chuyén khong
an toan.

Str dung thuat todn khong an toan.

Kiém tra vo hi€u hoa ching chi.

Kiém tra SSL pinning.
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M3 hoéa dau cuodi.

Mat ma kém (Insufficient Cryptography)

Mat ma luu tri.

Str dung céc giao thurc ma hoa.

Token/Tao phién va xu ly

Chét luong client code (Client Code Quality)

Tan cong SQL injection vs LFI.

Kiém tra tan cong injection.

Kiém tra cdu trac URL hoic Deeplinks.

Kiém tra viéc che d4u thong tin nhay cam

Kiém tra chirc nang ngoai (Extraneous Functionality)

Kiém tra g& roi rng dung.

Lo mat khau/ chuoi két noi.

Kiém tra churc ndang an

1.2

Do quét 16 hong ton ton tai trén Gmg dung

Tan cong thir nghiém khai thac 16 hong va khai thac
thong tin:

Do quét chu dong

Do quét thu dong

Kiém tra false positive
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Panh gia an toan thong tin img dung mobile

Lap bao cdo két qua kiém tra, danh gia an toan
thong tin tng dung mobile

Qua trinh danh gia Pham vi danh gia (P6i tuong danh
gi4 + tiéu chi danh gia).

Quy mo va ndi dung danh gia

Cong cu danh gia

Dua ra danh sach cac 16 hong co trén tmg dung

Huéng dan khac phuc cac 16 hong an toan Thong tin.

Thoéng bao két qua

Trao doi va thong nhat két qua danh gia cuoi cung voi
don vi

Luwu ho so

Thuc hién luu trit toan bo hd so lién quan dén qué
trinh ki€ém tra danh gia cho h¢ thong thong tin.
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