UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO KHOA HQC VA CONG NGHE Pjclap — Tu do — Hanh phiic
S6:34 [/TB-SKHCN Tay Ninh, ngay23 thang4 ndm 2025
THONG BAO

Veé viéc chao gia dich vu
“Nang cap hé thong thong tin Cong bao tinh Tay Ninh”

Can cir Ké hoach sb 1177/KH-UBND ngay 04/4/2025 ctia Uy ban nhan dan
tinh Tay Ninh ban hanh Ké hoach chuyén doiso va d¢am béao an toan thong tin mang
tinh Tay Ninh nam 2025.

S¢ Khoa hoc va Cong nghé tinh Tay Ninh thong bao moi cac don vi chao gia
dich vu “Nang cap hé thong thong tin Cong bao tinh Tay Ninh” véi cac chiic ning
nhu sau (chi tiét phu luc kém theo).

S& Khoa hoc va Céng nghé kinh moi quy don vi tham gia chao gia canh tranh
cung cap dich vu néu trén.

H6 so chio gia bao gdm Bang chao gia cung cap goi dich vu (Gia chao hang
bang VND, da bao gom thué VAT va chi phi di lai, khao sat, cai dat, an ¢ cta cac
nhan vién k¥ thuét trong sudt thoi gian thuc hién hop dong dich vy nay).

Thoi gian nhan hd so chao gia 1a 10 ngay tinh tir ngay ra thong bao. Pia diém
nhan hd so: 211, Puong 30/4, Phuong 2, Thanh phd Tay Ninh, tinh Tay Ninh. Dién
thoai: 0276 3 828888./.

Tran trong!

Noi nhan: &y oung cé dich KT. GIAM POC
- Céc Cong ty cung cép dich vu; : " .
- Pang céng TTDT S, PHO GIAM POC

- Luu: VT, TTCBS;

Nguyén Trung Hiéu



PHU LUC

YEU CAU KY THUAT VA CHUC NANG HE THONG THONG TIN
CONGBAO TINHTAY NINH

1. Témtitndi dung yéu cau:

* C4c yéu cau ve thiét ké ddi véi hé thong phan mém

- Phu hop quy trinh 1am viée thuc t.

- C6 tinh mo, thuan tién cho viéc bao tri, phat trién.

- Pam bao hoat 6n dinh, dap tmg s6 luong truy cép 16n, nhiéu ngudi ding cing
lam viéc tai cung mot thoi diém.

- Nhat quan céc thuat ngi¥, cau trac chic ning, ... trong toan bo phan mém;
Giao dién thiét ké tryc quan, dé nhin, gitip nguoi quan tri d& dang nam bat cac chuc
nang va thao tac.

2. Danh muc quy chuan tiéu chuan dwoc ap dung

- Quyét dinh s6 19/2008/QD-BTTTT ngay 09/4/2008 cua Bo Thong tin va
Truyén thdng vé viéc ban hanh quy dinh 4p dung tiéu chuan vé tng dung cong nghé
thong tin trong co quan nha nudc.

- Thong tu s 13/2017/TT-BTTTT ngay 23/6/2017 ciia Bo Thong tin va
Truyén thong quy dinh cac yéu cau ky thuat vé két ndi cac hé thdng thong tin, co sé
dir iéu voi co so dir li€u quéc gia.

- Thong tuw s6 39/2017/TT-BTTTT ngiy 15/12/2017 ciia B6 Thong tin va
Truyén thong vé viéc ban hanh danh muc tiéu chuan ki thuét vé tmg dung cong nghé
thong tin trong co quan nha nudce.

- Cong van s6 677/BTTTT-THH ngay 03/3/2022 ciia B Thong tin va Truyén
thong vé viéc hudng dan két ndi va chia sé dir liéu thong qua Nén tang tich hop, chia
sé dir litu quoc gia.

3. Céacyéucaukythuatcandap ing cia viéc nang cap Hé thong théng tin cong
bao tinh Tay Ninh
3.1. Yéu cauchirc ning



TT| Chirc niing MBS ta chi tiét
Giao dién| Su dung cong ngh¢ giao dién da Umg (Responsive web
I Responsive | Design): Tu dong co gian va hién thi theo d6 rong mdi man
' hinh tiéu chuan duéi day: desktop/ laptop (1024px, 768px,
320px)
Negwoi dung
Il. | la quan tri
vién
Dang nhdp va| Thuc hién truy c@p va roi khoi khoi hé thong.
dang xuét 1. Nguoi ding c6 thé diang nhip vao hé thong bang
1 username, password va nhap ma xac thuc
2. Nguodi dung nhin thong bio két qua ding nhap
3. Nguoi dung c6 thé dang xuat ra khoi hé thdng
Thém tai | HO tro ngudi dung thém mai tai khoan.
khoan 1. Ngudi dung c6 thé quan Iy danh sach tai khoan (thém méi,
2 chinh sura, x6a, khoa hodc tam ngung tai khoan)
2. Nguoi dung c6 thé phan quyén truy cap theo vai tro (Quan
tri vién, Lanh dao, Chuyén vién)
Thém van ban | HO trg ngudi dung thém méi vin ban
1. Nguoi ding c6 thé thém méi van ban trén hé théng
2. Nguoi dung c6 thé dinh kém cac tai liéu lién quan khi thém
MG&1 van ban
3. Nguoi dung o6 thé xem danh sach cac van ban
3 4. Ngudi dung c6 thé xem chi tiét cac van ban ¢ thém
5. Nguoi dung co thé loc danh sach theo cac tiéu chi nhu thé
loai, danh muc, nguoi ky, linh vuc, co quan ban hanh ban
hanh dé xe, vin ban
6. Nguoi dung o thé chinh stra van ban
7. Nguoi dung ¢o thé xda vin ban
S6congbao | HO tro quan tri s6 COng bao (Cac so cong bao, thang, nim
trang s& tu dong tao khi qua thoi gian méi)
4 1. Nguoi dung c6 thé tao s6 cong bao méi
2. Ngudi dung c6 thé cap nhat va chinh strathéng tin sé Cong
bao
3. Nguoi dung 6 thé xem danh sach S6 Cong bao
Nguoi ky van | Ho tro ngudi dung quan Iy danh sach nguoi ky van ban
5 ban 1. Nguoi dung co thé tao méi nguoi ky van ban

2. Ngudi dung c6 thé cap nhat va chinh sira cac thng tin
nguol Ky van ban




3. Nguoi dung c6 thé xda ngudi ky van ban
4. Nguoi dung c6 the xem danh sach nguoi ky van ban

Thé loai van
ban

Ho trg nguoi dung quan Iy the loai van ban
1. Nguoi dung ¢6 thé tao mai thé loai vin ban 7
2. Nguoi dung cé thé cap nhat va chinh sira cac thé loai van

6 ban
3. Nguoi dung co thé xéa thé loai van ban
4. Ngudoi dung c6 thé xem danh sach thé loai van ban
Danh muc van | Ho trg nguoi dung quan Iy danh muc van ban
ban 1. Ngudi dung ¢6 thé tao méi danh myc van ban
v 2. Nguoi dung cé thé cap nhat va chinh stra cac danh muc
van ban
3. Nguoi dung o thé x6a danh muc vin ban
4. Nguoi dung c6 thé xem danh sach danh muc vin ban
Co quan ban| Ho trg nguoi dung quan ly Co quan ban hanh van ban
hanh 1. Ngudi dung ¢6 thé tao méi Co quan ban hanh van ban
2. Ngudi dung c6 thé cap nhat va chinh stra cac Co quan ban
8 hanh van ban
a van ba
3. Nguoi dung c6 thé x6a Co quan ban hanh van ban
4. Ngudi dung ¢6 thé xem danh sach Co quan ban hanh
Nhat ky theo | HO trg nguoi dung xem cdc su kién (event log) dién ra trong
9 doi su kién toan bo hé thong dé phyc vy theo doi, giam sat va c6 phuong
an giai quyét nhanh nhat khi hé thong gap su co.
Sao luu dit| HO tro ngudi dung thuc hién cau hinh sao hru di lisu dinh
10 licu ky
I Negwoi dung
"| lacébng dan
Theo doi cuon | Ho tro nguot dung xem cuon Cong bao
Cong bao 1. Ngudi dung c6 thé tong quan va chi tiét cuén Cong bao
1 2. Ngudi dung 6 thé tai vé cudn Cong bao
3. Nguoi dung cé thé xem cac van ban nam trong cuén Cong
bao
Theo doi chi| Ho tro nguot dung xem chi tiét van ban
) tiét van ban | 1. Ngudi dung c6 thé xem chi tiét noi dung van ban

2. Nguoi dung co thé tai vé tai lidu, file dinh kém cta van
ban




3. Nguoi dung co6 thé xem cac van ban cung thé loai véi van
ban dang xem

Theo ddi van
ban

Ho tro nguai dung xem danh sach cac van ban cung thé loai,
nguol Ky van ban, co quan ban hanh

Danh muc van
ban dang
Cong bao

Ho tro nguoi dung xem danh myc vin ban cong bao

1. Nguoi dung co thé xem danh sach cong bao dua vao cac
s6 cdng bao

2. Nguoi dung c6 thé hra chon cac danh muc da dugc phan
loai dé xem toan bd cac van ban COng bao thudc danh muyc
do

Tra cu van
ban theo tiéu
chi

Ho6 trg nguoi dung tra ctiru don gian hoic nang cao
1. Nguoi dung c6 thé nhap tir khoa dé tra ciru van ban
2. Nguoi dung c6 thé strdung tra ctru nang cao dé lya chon

thé loai, danh muc, nguoi ky, inh viec, ngay ban hanh... dé
loc van ban

Cho phép ngudi dung Iua chon so cong bao cu thé dé hién
thi cac van ban nam trong cudn céng béo tuong g

Tra cuu theo
6 | SO Cong bao

3.2. Cacyéucau phi chirc niing
3.2.1. Y8u cau ddp vrmg déi véi co sé dir liéu
* Yéu cau sao leu, phuc hoi sé liéu

- Hé thong hd trg kha niang sao luu theo ngay, hoac theo tuan tly thudc vao
chinh sach sao lru do don vi dat ra.

- Cosd dir liu phai co kha nang huu trit voi dung hwong 16m, tinh on dinh cao.

- C6 kha nang luu trit dugc nhiéu dang dir liéu khac nhau nhu dir liéu cé cau
trac, dtr iéu phi céu trac duoc lvu trit dudi dang tép gén keém (d@r liéu t€p van ban,
dir liéu phim, anh, am thanh).

* Yéu cau vé kha nang xv Iy, truy vén, luu triv dir liéu
- CSDL phai cung cap kha ning xt Iy va Iuu trit dit lidu tap trung

- Hé quén tri CSDL c6 cung cép céc tinh ning dé han ché cac can bo phat trién
tmg dung, hd tro tmg dung hoic nhiing ngudi st dung c6 dic quyén khac truy cip



vao dit liéu img dung nghiép vu hodc thuc hién nhitng thay d6i khong dugc phép
- Hé quén tri CSDL hd trg cho kha ning truy van song song ty dong.

- Hé quan tri CSDL phai hd tro kha ning chay song hanh theo co ché Cluster,
cho phép b sung thém may chu khi can ting cuong hiéu nang ma khong phai thay
d6i kién triic va logic xtr Iy ctia chuwong trinh Gmg dung.

- H¢ quan tri CSDL phai hd tro kha nang phan vung dir li¢u theo mdt hodc mdt

sO chiéu dir liéu.
3.2.2. Yéu cdu vé an toan théng tin

* Yéu cau chung

Phai twong thich, phu hop voi thiét ké tong thé vé ha ting thong tin cua tinh,
tuan thu cac nguyén tac va cac chuan di duoc trién khai ap dung cho ha tﬁng ky thuat
ctia B Thong tin va truyén thong cac yéu cau vé bao mat thong tin dit liéu, tuan thi
nguyén tac két hop s dung co6 hi€u qua céc phuong tién ha tang va dich vu ha tang
da c6 san ctia tinh.

* Yéu cau vé baomdt img dung web

- Kiém soat truy van co so dir liéu dé tranh 16 hong SQL Injection.

- X Iy dir liéu dau vao dé tranh 16 hong XSS.

- Str dung token trong cac phuong thite GET va POST tranh 16 hong CSRF:
Phat sinh token theo timg request dé dam bao an toan cho cac thao tac trén dit liéu.

- Kiém soat céc thao tac voi file: Co co ché kiém tra tinh hop 16 va xtr Iy tap tin
trong cac thao tac nguoi upload tap tin lén hé thong.

- Ma hoéa dit li€u nhay cam.
- Mi héa mot chiéu céc thong tin lién quan dén CSDL.

- Mat khiu nguoi ding huu trit trong CSDL duge ma hoa mot chiéu va két hop
thém salt khac nhau theo timg ngudi dung.

- Kiém tra quyén truy cép ctia nguoi ding: Str dung hé théng riéng dé ching
thye ngudi dung ding nhap va phan quyén.

- Phong chong 101 user enumeration.
- Phong chong 161 sesion fixation.

- Str dung cookie an toan: Ma héa thdng tin sessionid trong cookies, sessionid
duogc phat sinh 14 duy nhat, hiy cac thong tin session khi ngudi dung thoat khdi hé
thong.



- Chuyén huéng va chuyén thiéu tham tra (Unvalidated Redirects and
Forwards).

- Khong d¢ 16 dir liéu cua hé thong: M hoa cac thong tin nhay cam ngudi ding
trong céc két qua tra vé tir may chu.

- Chong that thoat thong tin do kiém soat 10i va ngoai 1& khong t6t: Khong cho
hién thj cac thong tin vé ing dung khi tmg dung bi 16i.

- Str dung Captcha: Han ché céc request lién tuc va giong nhau 1én server.

- Phong chdng 16i file inclusion.

- Phong chong 161 Command injection.

- Phong chdng 161 Xml/Xpath injection.

- Phong chéng céc 16i lién quan dén xir Iy ludng nghiép vy, logic: Kiém tra
quyén han cua nguoi dung trén ting thao tac.

- Bao vé cach tin cong Brute force: Thiét lap thoi gian hét hiéu luc cho session
dé gioi han thoi gian két ndi.

* Yéu cau vé xdc thuc

- Hé thng phai c6 co ché thiét 1ap mét khau phirc tap khi dang nhap.

- Tai khoan bj khoa tam thoi trong vong toi thiéu 02 phit sau 03 lan dang nhap
khong thanh cong (sau d6 ngudi dung phai thuc hién dang nhap lai theo mét phién
lam viéc méi), hodc hé thdng phai cho phép tich hop voi mot hé thng xac thuc doc
lap khac dé déap g yéu cau nay.

- Mt khau cia cc tai khoan quan trong can duoc thay d6idinh ky t6i thiéu 03
thang, hodc hé thong phai cho phép tich hop v&1 mot hé thong xac thuc ddc 1ap khac
dé dap tmg yéu cau nay.

- Tén tai khoan va mét khau khong duge truyén va huu trit dudi dang ban 13,
thong tin dang nhap phai dugc ma hoa trong qua trinh dang nhap.

- Nguoi dung phai dang nhap tng dung trude khi tai file 1én (upload) va chi
duoc upload file c6 dinh dang cho phép (d61 v céc chiic nang Upload file néu co).

- Quan Iy phién, ID phién phai 1a duy nhat va duoc cap ngiu nhién voi moi
nguoi dung. ID phién phai c6 thoi gian time-out dbi véi phién inactive, thoi gian
time-out co thé thay doidugc.

* Mé hoa

- Céc thong tin quan trong can dugc mi hoa (hoic che dau) trong qua trinh



truyén tin.
- Str dung SSL Certificate doivéi cac trang HTTPS.
- Khong str dung cac thu vién Phan mém bat hop phap khong ban quyén.
- Str dung phién ban Phan mém phu hop dé phat trién.
* Baomat CSDL
- M4 hoa hoidc che dau cac truong thong tin quan trong trong CSDL.

- Chudi két ndi CSDL (Connection string) va mat khau CSDL khong duoc lap
trinh cting (hard coded) trong tng dung ma phai luu trén mot file cau hinh hodc trong
file CSDL duoc ma hoa.

3.2.3. CAc yéu cdu cin ddp vng vé thoi gian xaly, dg phirc tap xie ly
* Yéu cau vé tinh dap vmg tirc thoi va dam bao thong lwong
- Hé thong phai c6 kha nang dap tmg tirc thoi, phuc vu cong tac quan ly, tra
cuu.
- Hé thong can dam bao thong lwong 16m, dap tmg s6 lwong nguoi stir dung dong
thot cao va lugng dir liéu truyén tai I6n trong cac thoi diem, cu thé:

+ Thoi gian dap ung trung binh ddi v6i cac chic nang nghiép vu, trong didu
kién binh thuong dat duoi 5 gidy.

+ Toc do tra ctru, timkiém dir liéu theo nhiéu dieu kién dudi 1 pht.
* Yéu cau ve hiéu qua su dung truc tuyén

- Hé théng can thiét ké dam bao hd tro nguol s dung thuc hién t6t va nhanh
chong cac quy trinh nghi¢p vu quan ly, tra ctru.

* Yéu cau vé do phitc tap ciia xir 1y bén trong
- Hé théng dap tmg xir Iy khéi lugng dit liéu 16n cta toan hé thong.
- Hé thng can dap Gmg xir I tinh toan trich xuét dit liéu chinh xéc.
3.2.4. CAcYy8u cdu Vé cai ddt, ha tang, dwong truyén, an toan vdan hanh, khai
thac, si dung
- Phan mém s& duge cai dat, ciu hinh va van hanh trén hé théng may chu dat
tai phong may chu.

- Trién khai cho cac don vi bén ngoai s& két ndi voi hé théng thdng qua duong
truyén chuyén dung.



3.2.5. Cac rang bugc déi véi hé théng gom: rang budc méi trwong, sw phu
thugc vao hé thang nén tang
Hé thong can dam bao céc yéu cau co ban sau:
- Khong c6 yéu cau dic biét vé cau hinh may chu cai dit hé thong, vi du nhu
yeu cau vé may chu st chi str dung 1 dong CPU cu thé vi du nhu x86, risc...

- Co6 kha nang cai dat dugc va hoat dong 6n dinh ngay ca trén cac may chu vat
Iy cling nhu may chu 4o hoa.

- H¢ théng c6 thé cai dat va hoat dong 6n dinh trén moi trrong dién toan 64bit.

- Céc bao cdo tir hé thong Phan mém c6 thé xem dugc tir moi trudng web, khong

phu thudc vao trinh duyét sir dung mién 13 trinh duyét hd trg HTMLS5 va tuong thich
vo1 XHTML 1.1.

3.2.6. Yéu cdu vé tinh sin sang vdi IPv6
- Phan mém c6 kha ning str dung IPv6 dugc cung cap véi ISP.
3.2.7. Yéu cdu vé giaodién phan mém
- Giao dién (hé thong menu, hé thong trg gitp, v.v...) nhat quan, d& dung, thuin

tién cho ngudi st dung; hd trg tdi da sir dung bang ban phim, sir dung phim néng

trong khi dung.
- Tét ca cac giaq dién déu dung tiéng Viét. Cac tir ngir str dung trén giao dién
phai nhat quan, d¢ hiéu.
-Hién thi tiéng Viét theo chuin TCVN 6909:2001(tiéng Viét Unicode).
- Tao ra nhiing gid tri mac dinh & cac vung dir licu giip viéc nhap liéu nhanh
chong hon.
3.2.8. CAC y&u cdu ndng luc can b phattrién phan mém
Céan bo phét trién phan mém phai c6 trinh d6 chuyén mon Cong ngh¢ thong tin
tr Bai hoc trd 1én, ¢6 kinh nghi€ém cong tac thiét ké tir 02 nam trd 1én.
3.2.9. Cac yéu cdu phi chize ning khdc
* Yéu cau vé méi truong cho phdt trién, mé rong phan mém
- Nén tang: web-base, theo cong nghé portal.
- Ngon ngir 1ap trinh: .NET, PHP
- Cong cu lap trinh: MS Visual Studio.NET, Visual Studio Code.



- HE quan tri CSDL: MySQL, PostgreSQL, SQLife.

- Moi truong mang: LAN, WAN, Internet.

- Hé diéu hanh méay chii: Unix, Linux, Windows Server 2019 hoic twong duong
- H¢ quan tri CSDL: Unix, Linux hodc tuong duong

- May tram: Hé diéu hanh Linux, Windows

- Trinh duyét web: IE phién ban 9 tr¢ 1€n, Microsoft Edge, Firefox, Chrome, ...
* Yéu cau vé do phirc tap kj thudt-cong nghé ciia phan mém

- Giao di¢n dugc trinh bay khoa hoc, hop Iy va dam bao my thuat hai hoa vai
muc dichthé hién dugc thong tin trén form cau hinh va form hién thi bao céo;

- Tuong thich vé1i cac trinh duyét Web thong dung

- Kha ning dé bao tri, stra chira mi ngudn

- Kha ning dé& tich hop, ning cap mo rong

- Tc d6 thuc thi cao khi xuit bao céo, hién thi thong tin truy van.

3.2.10. Yéucaukhac

- Ddm bdo tinh hién dai, ké thira

- Pam bao tinh mo, dé phat trién cua hé théng: Cac phﬁn CSDL phuc vu cho
quan ly phai dugc thiét ké sao cho c6 thé thich nghi va d4p ung dugc nhu cau quan
Iy hién nay ciing nhu c¢6 thé mé rong trong twong lai. Hé thong can co cac chirc ning
m¢ rong cac chirc ndng mai khi can thi€t, co kha nang phat trién, thich nghi va nang
cap cac ing dung theo sy mé rong quy mod cua cong viee.

- Pam bao tinh hiéu qua: C6 kha ning luu trix 1on, c¢6 ciu tric rd rang, kha ning
cung cap thong tin nhanh chong, chinh xac, day du.

- Kha ning tich hop cao: Két ndi va trao doi thong tin d& dang voi cac don vi
bén ngoai.

- Kha ning két ndi va trao doi thong tin voi cac hé thong trong va ngoai nganh
lién quan;

- Pap tmg yéu cau nghiép vu theo qui dinh hién hanh;

- Sén sang trién khai cac nghiép vu phét sinh theo yéu cau quan Iy méi mot cach
nhanh chdng;

- Dit li¢u tap trung dam bao thuc hién cac chinh sach an ninh, an toan, bao mat
mét cach dé dang;



- Kha nang bd sung mé rong: ha tﬁng, qui trinh nghi€p vy, tng dung nghiép vu
moi.

- Phan mém c6 sir dung cong nghé truc quan hoa dit liéu dé trinh bay dir licu
nhu d6 thi, biéu d6 hoic ban d6 gitip 1anh dao c6 thé dua ra quyét dinh nhanh chéong,
hi¢u qua.
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